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Dear Ms. Dortch:

Telephone: (770) 232-9200
Facsimile: (770) 232-9208

Email: lsteinhart@telecomcounsel.com

Pursuant to 47 C.F.R. § 64.2009(e), Nationwide Long Distance Service, Inc.
hereby submits its Annual 64.2009(e) CPNI Certification.

If you have any questions or if I may provide you with additional information,
please contact me at the above address, e-mail or telephone number. Thank you for your
attention to this matter.

JU9!P:'itted,

L J.M. Steinhart
A orneyfor
Nationwide Long Distance Service, Inc.

Enclosures
cc: Andrea Hylen
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Nationwide Long Distance Service, Inc. has not taken any actions (proceedings
instituted or petitions filed by a company at either state commissions, the court system, or
at the Commission against data brokers) against data brokers in the past year. Companies
must report on any information that they have with respect to the processes pretexters are
using to attempt to access CPNI , and what steps companies are taking to protect CPNI.

Nationwide Long Distance Service, Inc. has not received any customer
complaints in the past year concerning the unauthorized release of CPNI (number of
customer complaints a company has received related to unauthorized access to CPNI, or
unauthorized disclosure of CPNI, broken down by category or complaint, e.g., instances
of improper access by employees, instances of improper disclosure to individuals not
authorized to receive the information, or instances of improper access to online
information by individuals not authorized to view the information).

FCC Annual Filing

a..,"ell", ~4<
Signed -;--;-~c-:--=:--:-;----­

Andrea Hylen, President
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I, Andrea Hylen, President ofNationwide Long Distance Service, Inc., certify that I am
an officer of the company named above, and acting as an agent ofthe company, that I
have personal knowledge that the company has established operating procedures that are
adequate to ensure compliance with the Commission's CPNI rules. See 47 C.F.R §
64.2001 et seq.

Attached to this certification as Exhibit "A" is an accompanying statement explaining
how Nationwide Long Distance Service, Inc.'s procedures ensure that the company is in
compliance with the requirements set forth in Section 64.2001 et seq. of the
Commission's rules.

•

•
Name: Andrea Hylen
Title: President

FCC Armual Filing



Annual 47 C.F.R. § 64.2009(e) CrN! Certification
EB Docket 06-36

Exhibit A

Nationwide Long Distance Service, Inc.

Compliance Requirements



Section 64.2005

•

Nationwide Long Distance Service, Inc.
2000 Town Center

Suite 1900
Southfield, Michigan 48075

Compliance Requirements

Nationwide Long Distance Service, Inc, ("Company") maintains the following operating procedures to ensure
compliance with the requirements set forth in Section 64.2001 et seq. of the Commission's rules.

Use of l'Ustome< proprietary network Information without l'Ustome.
approval.

(a) Arty telecommunications carder may use, disclose, or permit access to CPNI for tile purpose of
providing or marketing service offerlllgs among the categories of service (i.... local, interexchange, and
CMRS) to which the custom.r already subscribes from the same carrier, without customer approval.

(\) If a le\ecommuuiaalions carrier provIdes differ.nt categorles of s.rvioe, and a custom.r
subsorlbes to more then one category of service offered by tbe carrIer, the carrier i. permitted to share
CPNI among til. canier's affiliated entities !hot provide a service offering to the customer.

(2) If a teleconimunicatlons carrier provides different categorles of service, but a custonler does
DOl subscribe to more then one offering by the carrier, the carrier is not permitted to share COO with its
aflillales, .xcapt as provided in §642OQ7(b).

(b) A telecommunications carri.r may not us., disclose, or permit access to CPNI to marl<et to a
'oustomer service offerings that are wi1'hin a Clltegory of servIce to whicll tha subscriber does not alreedy
subscribe from !hot carrier, unless tbat cerder has custom.r approval to do so, .xcept as descn"bed in
p....graph(c) of1'his section.

(I) A wkeless provider may use, discics., or permit access to COO derived from its provision of
CMRS, without cnstomer approval, for the provision ofCPB and information service{s). A wirel!ne carrier
may nse, disclose or permit access to CPNI derived from illl provision of 10c01 exchange service. or
interexchange service, without customer approval, fur thc provlsl<>n ofCPB and call answering, voice mail
or messaging, volc. storage and retrieval services, fax store and furward, and protocol conversion.

(2) A teleennnnUllinations carrier may not use, disclose, or permit access to CPNI to identify or
track customers limt call competing service provide... For example, a local exchange carrier may not use
local service CPNI to track all customers that call local service competitors.

(c) A teleconnnunlcations carrier may use, disclose, or permit access to CPNI. without customer
approval, as described in thi. paragraph (c).

(1) A teleconunnnications carrier may use, disclose, or permit access to CPNI, without customer
approval, in its provision of inside wiring Installatien, maintenance, and rapair services.

(2) CMRS providers may use, disclose, er permit access to CPNI for the plUpose of conductiog
research on the health effects ofCMRS.
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(3) LEes, CMRS providers, and interconnected VolP providers may use CPNI, without customer
approval, to market services formerly known as adjunct..to..basic services, such as, but not limited to, speed
dialing, computer-provided directory assistance, call monitoring, call tracing, call blocking, call r.torn,
repeat dialing, cell tracking, call waiting, caller 1.0., call forwarding, and certain Centrex featores.

(d) A telecommunications carrier may use, disclose, or pennit access to CPNI to protect the rights
_________.;o0!J""0pe~ofthe carrier, or to protect u.sers ofthose services and other carriers from fraudulent, abusive, or

unlawful use of, or subscription to, sucfiserYiCes.

The Company has adopted specific CPNl policies to ensure that, III tM absence ofcl/Stomer apprqva4
CPNl Is only used by tl,e Compony to provide or morket service offerillgs among the categories of
service (Le., Ioca4 illterexcl,ange, and CMRS) to which the customer already sllbscribes. The
Campany's CPNl policies prollibl' tlte sharing of CPNI with affiliated companies, except as permitted
under Rule 64.3005(a)(l) or with customer approval pursllant to Rule 64.2007(b), The only exceptions
to these policies are a.' permitted IInder 47 U.S.C. § 223(d) alldRule 64.2005.

Section 64.2007 Approval requjred for use of customer proprietary network information.

•

Ca) A telecommunications carrier may obtain approval through written, oral or electronic
methods.

(1) A telecommunications carrier relying on oral approval shall bear the burden ofdemonstrating
that such approval has been given in compliance with the Commission's rules in this part.

(2) Approval or disapproval to use, disclose, or permit access to a custom.r's CPNl obtaJned by a
telecommunications carrier must remain in effect until the customer revokes or limits such approval or
disapproval•

(3) A telecommunications carrier must maintain records of approval, whether oral, written or
electronic, for at least one year.

III aU clrcumstal/eM where customer approval Is requiretl to use, dillclose or permit aecess to CPNI, the
Compll1ly's CPNIpolicies require tllat tM Company obtain customer approval tltrollgll written, oral Or
electronic metl,ods in compliance witl, Rule 64,3007. A customer'. approval or disapproval remains in
effect Ilntil the customer revokes ar limits the approval or disapprovaL The Compll1ly mailliaills records
ofcustomer approval (wl,etller wrlttell, oral or electrO/lic) for a millimum ofolleyear.

(b) Use 01 Opt-Out and Opt-In Approval Processes. A teiecommunications carrier may, subject
to opt-out approval or opt-in approval, use its customer's individcally identifiable CPNI for the purpose of
marketing communications-related services to that customer. A telecommunications carrier may, subject to
opt-out approval or opt-in approval, disclose its customer's individually identifiable CPNI, for the purpose
of matketing communications-related services to that custom.r, to its agents and its aff~iates that provide
tommunications~related services. A teleconununications carrier may also permit such person or entities to
obtain access to such CPNJ for such purposes. Except for use and disclosure of CPNI that is pennitted
without customer approval under section §64.200S, or that is described in this paragraph, or as otllerwise
provided in section 222 of the Communications Act of 1934, as amended, a telecommunications carrier
may only use, disclose, or permit access to its customer's individually identifiable CPNl subject to opt-In
approval.

The Compll1ly does 1I0t use CPNI for any purpose (including marketing commullications-related
services) anti does 1I0t disclose or grallt access to CPNIto anyparty (Includlttg to agents or affUiates that
prOVide communications-related services), except .s permitted under 47 U.S.C, § 222(d) alld Rule
64.3005.
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Section 64.2008 Notice required for use ofcustomer proprietary uetwork information.

(a) Notification. Generally. (1) Prior to any solicitation for customer approval, a
telecominunications carrier must prOVide notification to the customer ofthe customer's right to restrict use
of, disclose of, and access to that customer's CPNI.

(2) A telecommunications carrier must maintaln records of notification, whether oral, written or
----·-----"'e"'le"'c"liO"ru""c, tor at least one year.

(b) Individual notice to customers must be provided when soliciting approval to use, disclose, or
permit access to customers' CPNI.

(c) Content ofNotice. Customer notification must provide sufficient infonnation to enable the
cUstomer to make an infurmed decision as to whether to permit a carrier to use, disclose, or permit access
to, the customer's CPNl.

(I) The notification must state that the customer has a right, and the carrier has a dnty, under
federal law, to preteetthe confidentiality ofCPNI.

(2) The notification must specify the types ofinfurrnation that constitute CPNI and the specific
entities that will receive the CPNI, describe the purposes for which CPNI will be used, and inform the
customer ofhis or her right to disapprove those uses, and deny or withdraw access to CPNI at any tbne.

•

(3) Tile notification must advise the customer ofthe precise steps the customer must toke in order
to grant or deny access to CPNI, and must clearly slate that a denial of approval will not affect the
provision of any services to which the customer subscribes. However, carriers may provide a brief
statement, in a clear and neutral language, describing consequences directly resulting from the lack of
access to CPNl.

(4) The notification must he comprehensible and must not be misleading.

(5) If written notification is provided, the notice must he clearly legible, use sufficiently large
,type, and be placed in an area so as to be readily apparent to a customer.

(6) If any portion of a notification is translated into another language, then all portions of the
notification must be translated into that language.

(7) A carrier may state in thenotifJcation that the cnstumer's approval to use CPNI may enhance
the carrier's ability to offer products and services tailored to the cnstomer's needs. A carrier also may state
in the notification that it may be compelled to disclose CPNI to any person upon affirmative written. request
by the customer.

(8) A carrier may not include in the notification any statement attempting to encourage a cnstomer
to freeze ~lird·party access to CPNl.

(9) The notification must state that any approval, or denial of approval for the nse of CPNl
ontside ofthe service to which the customer already subscribes from that carrier is valid nnlil the customer
affirmatively revokes or limits such approval or denial.

(10) A telecommunications can'ier's solicitation for approval must he proximate to the
notification ofa cllstomer's CPNI rights.

The Company's CPNI policies require that customers be notified Of Ihelr rigl.ls, and lite Compony's
obligations, with respect 10 CPNl prior 10 any solicitation for customer approvaL .I1li required ""stomer
.wlices (wl.elher written, oral or electronic) comply will. ti,e requirements Of Rule 64.2008. The
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Company maintulns records ofall required cnstomer notices (whether written, oral or electronic) for a
minimum ofoneyear.

(d) Notice Requirements Specific to Opt-Out. A telecommunications carrier must provide
nctification to obtain opt-out approval through electrcnic or written methods, but not by oral
communication (except as pl'Ovided in paragraph (1) of this section). The contents of any such notification
must comply with the requirements ofparagraph (c) ofthis section.

(l) Carriers must wait a 30-day minimum period of time after giving customers notice and an
opportunity to opt-out before assuming customer approval to use, disclose, or permit access to CPNl. A
carrier may, in its discretion~ provide for a longer period. Carriers must notify customers as to the
applicable waiting period for a response before approval is assumed.

(i) In the case of an electronic form of notification, the waiting period shall begin to run from the
date on which the notification was sent; and

(li) In the case of notification by mail, the waiting period shall begin to run on the third day
following the date that thenotification was mailed.

(2) Carriers using the opt-out mechanism mnst provide notices to their cnstomers evClY two
years.

(3) Telecommunications carriers that usc a-mail to provide opt-out notices must comply with the
following requirements in addition to me requirements generally applicable to notification:

(i) Carriers must obtain express, verifiable, prior approval from consumers to send notices via e­
mail regarding their serviee in general, or CPNI in particular;

(li) Carriers must allow custemers to reply directly to e-mails containing CPNI notices in order te
opt~out;

(iii) Opl-out ...mail notices that are returned to the carrier as undeliverable must be sent to the
.customer in another form before carriers may consider the customer to have received notice;

(iv) Carriers that use e-mail to send CPNI notices must ensure that the subject line ofthe message
clearly and accurately identifies the subject matter ofthe e-mail; and

(v) Telecommunications carriers must make available to every customer a method to opt-out mat
is of no additional cost to the customer and that is avaiiable 24 hours a day, seven days a week. ClUTiers
may satisfy mls requirement through a combination ofmemods, so long as all custemers have me ability to
opt-out at no cost and are able te effectuate that choice whenever they chcose.

The CompallY does II0t cllrrellt(y solicit "opt out" customer approval for the use or dlselosure ofCPNL
The Company does not use CPNI for alU' purpose (Including marketl/lg cOU/fflUllications-rehlted
se/'llices) and does not disclose or grant access to CPNI to allY party (Including to agents or aj'jUlaUiS tl,at
provide communlcatlolls-related services), except as permitted ullder 47 U.S.c. § 222(d) alld Rule
64.2005.

(e) Notice Requlremems Specific to Opt-ln. A telecommunications carrier may provide
notification to obtain opt-in approval thrcugh oral, written, or electronic methods. The contellts ofany such
notification must comply with the requirements ofparagraph (c) of Ibis section.

The Company does not current(y sollcll "opt In" customer approval for the use or disclosure oJ CPNI.
The Company does not use, disclose or grant access to CPNI for l/1.y purpose, to allY party or in 010/
manner t"at would require a customer's "opt ill" approval under the Commission's CPNI Rules.
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(f) Notice Requirements Specific to One-Time Use ofCPNl. (I) Cartiers may use oral notice to
obtaln limited, one-time use of CPNI for inbound and outbound customer telephone contacts for the
duration'oflbe call, regardless ofwhether cartiers use opt-out or opt-in approval based on lbe nature of the
COntact.

(2) The contents of any such notification must comply wilb the requiroments of paragraph (c) of
this section, except that teleeommunications carriers may omit any ofthe following notice provisions ifnot
relevant to ilie limlted use lOr wfilC1i1hecamer seel<SCI'N'l:

(i) Carriers need not ndvise customers that if they have opted-out previously, no action is needed
to maintain the opt-out election;

(il) Carriers need not advise customers that they may share CPNl wilb their affiliates or third
parties and need not name those entities, if ti,e limited CPNI usage will not result in use by, or disclosure
to, an afflliate or third party;

(iii) Carriers need not disclose the means by which a customer can deny or withdraw future access
to CPNl, so long as carriers explain to customers that the seope ofthe approval the carrier seeks is limited
to one~time use; and

(iv) Carrie!'s may omit disclosure of the precise steps a customer must take in order to grant or
deny access to COO, as long as the earrier clearly communicates that the customer can deny access to his
CPNl for the ealL

III inslances wltere the Company seeks olle-Ilme cuslomer approvalfor II,e use Or disclosure of CPNI,
tlte Company oblains suelt approval.). accordonce witlt lite disclosures, melhods and requlremell/s
coli/allied in Rule 2008(f)•

Section 64.2009 Safeguards required for use ofcustomer proprietary networl, information.

(a) Telecommunications carrie!'s must implement a system by which the status of a customer's
,CPNl approval can be clearly established prior to the use ofCPNl,

TI.. Company's billing system allows aulltorlzed company personnel 10 easily determine the stutus ofa
cuslomer's CPNI approval on lite cuslomer account screen prior 10 lite use or disclosure ofCPNI.

(b) Telecommunications carriers must train their personnel as to when they are and are not
authorized to use CPNl, and carrie", must have an express disciplinary process ill place.

Tile Company Itas eslabllslted CPNI compliance policies IIwliI.clude employee Iralning on reslrlctiOllS
on lire use alld disclosure of CPNI and required safeguards to prolecl agai'lSt unaulltorkell use or
disclosure ofCPNl Employees ilave signed Iltal tltey understand tl.. CPNI policies and a vlolallon of
lilOse policies wUl result III disciplinary action.

(c) All carriers shall maintain a record, electronically or in some other manner, of thair own and
their affiliates' sales and marketing campaigtls that use their cnstomers' CPNI. All carrIe", shall maintain a
record of all inslances where CPNI was disclosed or provided to thJl'd parties, or where third parties were
allowed access to CPNI. The record must include a description of each campaigtl, the specific CPNl that
was used in the campaign, and what products and services were ofrered as a part ofthe campaign. Carriers
shall retain the record for a minimum ofone year.

Tile Company's CPNI policies reqllire Iltat all sales and markellng campaigns including Iltose ullll.lng
CPNI be recorded lind kepi Olt file for alleast olle year. Records are also mailliainedfor disclosnre or
access 10 CPNI by II,lrd partles. Tlte records include lite required information llsled In Rule 64.2009(c),
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(d) Telecommunications c!llTiers must establish a supervisory review process regarding carrier
compliance with the ruies in this subpart for out-bound marketing situations and maintain records ofcarrier
compUance for a minimum period of one year. Specifically, sales persolmel must obtain supervisory
approval ofany proposed ont·bound m!ll'keting request for oustomer approval.

The Company's CPNI pollcltlS require employees to obtoin approval from the Company's CPNI
________-'C"'ompljance OfJk!.r (or aU markeling ca!!!.P!!fgns, In£!pdqg tl,ose mUfti/ill CPNI, prior to 1IlItIatJtIJL.~/l;,-,a;tI _

campaign. Record of the markeling campaigns, arong wltl, the appropriate supervisory approval Is
mail/talnedfor at least olleyear.

(e) A telecommunications carrier must have an officer, as an ageut of the carrier, sign and file
with the Commission a compliance certificate on an annual basis. The officer must state in the certification
that he or she has personal knowledge that the company has established operating procedures that are
adequate to ensure compliance with the rules in this subp!ll"!. The carrier must provide a statement
accompanying the certificate explaining how its operating procedures ensure that it is or is not in
compliance with the rules in this subp!llt. In addition, the carrier must include an explanation of any
actions taken against data brokers and a summary of all cnstomer complaints received in the past ye!ll'
conceming the unauthorized release of CPNI. This filing must be made !lJlliually with the Enforcement
Bureau on or before March 1 in EB Docket No. 06-36, for data pertaining to the previous calendar year.

The required o!fleer certification, actions laken against dala brokers and summary Of customer
compialnl documenJs are illeluded wltlr 1111s accompanyhrg stalernellt. The Company will file /he,.
documenls on an all/lUal basis on or before Marc1l1 for dala pertaining 10 tire previous calelldaryear.

(!) Carriers must provide written notice within five business days to the Commission of any
instance where the optoOut mechanisms do not work properly, to such a degree that conswners' inability to
opt·out is more than an anomaly.

• (1) The notice shall be in the form ofa letter, and shall include the carrier's name, a description of
the opt-out mechanism(s) used, the problems(s) experienced, the remedy proposed and when it will be/was
implemented, whether the relevant state commission(s) has been notified and whether it has taken any
action, a copy ofthe notice provided to customers, and contact information.

(2) Such notice must be submitted even if the carrier offers other methods by which consumers
may opt-out.

TIre Company does Ilot currellily solicll "opl oW" cuslomer approvaifor tile lise or disclosure ofCPNI.

Section 64.2010 Safeguards on the disclosure of eostomer proprietary network iuformatlon.

(a) Safeguarding CPNI. Telecommunications cmiers must take reasonable measures to discover
and protect against attempts to gain unauthorized access to CPNI. Telecommunications carriers must
properly authenticate a customer prior to disclosing ePNI based on customer-initiated telephone eontact,
online account access, or an in..store visit.

Ti,e Company's CPNl polkles alld etIIployee Irabring illelude reasonable meaSlires 10 discover and
prolect agah,st activity II.at Is hldic4live ofprelexting alld employees are Instructed to n011fY lire CPNI
Compliance Offleer ifany sllc1l activity is suspecled.

(b) Teleplrone access to CPNI. Telecommunications carriers may only disclose cali detail
information over the telephone, based on customer-initiated telephone contact, if the eustomer first
provides the earrier with a password, as described in paragraph (e) of this section, that is not prompted by
the carrier asking for readily available biographical information, or account information. If the customer
does not provide a password, the telecommunications carrier may only disclose cali detail information by
sending it to the customer's address of record, or, by calling the customer at the telephone number of
record. If the customer is able to provide call detail information to the telecommunications carrIer during a
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customer-initiated call without the telecommtmications carrier's assistance, then the telec01nmunications
carrier is permitted to discuss the call detail infonnation provided by the customer.

The Company's CRN] policies ensure Ihat a cuslomer is anI» able 10 access call delall information over
Ihe lelepholle in one of the ways Iisled III RIlle M.2010(b). If the customer cannot remember Iheir
password, lhey are prompted to answer a security question. NeUlter the password nor the security
'luestioll are based all readily avai!'!!!!!-f!!!!R!!!J!!!Jp!!!.l!Jf!!!!'.l,!:!!on or acco!!llt informatioll. CUstomff"'r,- -'
service representalives are Instructed to authenticate custolllers over the relephone In allinstallces except
In tl,e case where the customer provides ti,e call delail htjormatioll witl,out the asslstonce of Ihe
Company.

(c) Online access to CPNI. A teleeommunications carrier must authenticate a customer without
the use of readily available biographical information, or account information, prior to alloWing the
customer online access to COO related to a telecommunicati.ons service account. Once authenticated, the
customer may only obtain online access to CPNI related to a telecommunications service account through a
password, as described in paragraph (e) ofthis seclion, thai is not prOmpled by the catTier asking for readily
available biographical information, or account information.

The Company's customers do not currently have access to their account online.

(d) In-Store access to CPNI. A lelecommunications carrier may disclose CPNI to a customer
who, at a carrier's retail location, first presents to the teletommunications carrier or its agent a valid photo
ID matching the customer's account information.

There are no retail locations.

(e) Establishment ofa Password and Bacfv.up Authentication Methods for Lost or Forgotten
Passwords. To establish a password, ·a lelecommunications carrier mnst authenticate the customer withoul
the use ofreadiiy available biographical information, or account informalion. Telecommunications carriers
may create a back-up customer anthentieation method in !he event ofa lost or forgotten password, but such
,back-up customer authenlication metliod may nol prompt the customer for readily available biographical
'information, or account informalion. If a customer cannot provide the correct password or the correct
response for the back-up cnstomer aUlhentication method, the customer musl establish a new password as
described in this paragrapll.

Tfte Company's CRNI policies allo.. for a fe.. ways to establish a password, all of which ensure
compliance ..itl, the above paragraph. Eacft method also allows the custolller to establish a back-Up or
security question in the event that tltey forget tlteir password. In 110 event does Ifte Company use readll»
avallable biographical irtformation or account irtformallon as a back-Up question or as a means to
establislt a password or aut!lentlcate the customer.

(I) Notification of account cftanges. Telecommunications carriers must notify customers
immediately whenever a password, customer response to a back-up meaos of authentication for losl or
forgotten passwords, online accoun~ or address of record is created or chaoged. This notification is not
required when the customer initiates service, including the selection of a password at service initiation.
TIlis notification may be through a carrier-originated voicemail or text message 10 the telephone number of
record, or by mail to the address of record, aod must not reveal the changed information or be sent to the
new account information.

The Company's billing syslem gellerates a notificalion lelier ..hen allY Of the fields listed In Rule
M.2010(f) is created or cltanged. Ti,e Company imntediatel» malls out tI,e notificatloll to Ifte address of
record (never a lIew address) wltell required by Rule 64.2010(f). The content ofthe IIOtijicarlon complies
..itft the requirements ofRule M.2010(/).
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(g) Business Customer Exemption. Telecommunications carriers may bind themselves
cono'actually to authentication regimes other than those descrihed in this section for services they provide
to their business customer thaI have both a dedicated accounl representalive and a contract thaI specifically
addresses Ihe carriers' protection ofCPNI.

Tlte Company does not utilize tlte busltless customer exception at ti,ls time.

Section 64.2011 Notification of customer proprietary network information security
breaches.

•

(a) Atelecommunications carrier sball nolify law enforcement of a breach ofils cuslomers' CPNI
as provided in this section. The carrier shall nol notify ils customers or disclose the breach publicly,
whether voluntarily or under state or locall.w or these rules, until it has completed the process ofnotifying
law enforcemenl pursuanl to paragraph (b).

(b) As soon as practicable. and in no event later than seven (7) business days, after reasonable
deterroination of the breach, !he lelecommunications carrier shall electronically nolify Ihe Uniled Stales
Secrel Service (USSS) and the Federal Bureau of Investigation (FBI) through. central reporting facility.
The Commission will maintain • link to Ihe reporting facility at htW://www.fcc.goy/eb/coni.

(1) Notwithstanding any state law to !he contrary, the carrier shall nol notify cuslomers or
disclose the breach to thepublic nntil 7 full business days have passed after notification to the USSS and
the FBI excepl as provided in paragraphs (2) and (3).

(2) If the carrier believes that !here is an extraordinarily urgent need to notify any class ofaffected
customers sooner than oUlerwise allowed under paragraph (1), in order to avoid immediate and irreparable
harm, it shall so indicale in ils nOlification and my proceed to immediately notify ils affected customers
only after consultation with the relevant investigating agency. The carrier shall cooperate with the relevant
investigating agency's request to minimize any adverse effects ofsuch customer notification.

(3) If the relevant investigating agency determines that tbe public disclosure or notice to
'customers would impede or compromise an ongoing or potential criminal investigation or national security,
such agency may direcl tbe carrier not to so disclose or notify for an initial period of up to 30 days. Such
period may be extended by the agency as reasonable necessary in the judgmenl of the agency. If such
direction is given, the agency sball notify the carrier when il appears thaI public disclosure or notice 10
affected customers will no longer impede or compromise a criminal invesligalion or national security. The
agency sh.ll provide in writing its initial dil'ectlon to the carrier, any subsequent extension, and any
notification that notice will no longer impede or compromise a criminal investigation or national security
and such wrilings shall be contemporaneously logged on tbe same reporting facility tbat contains records of
nolifications filed by carriers.

(c) Recordkeeping. All carriers shall maintain a record, electronically or in some other manner, of
any breaches discovered, notification mede to the USSS and the FBI pursuant to paragraph (b), and
notification made 10 customers. The record musl include, Ifavailable, dates ofdiscovery and notification, a
detailed description of the CPNllhat was the subject of the breach, and the circumstances of lhe breach.
Carriers sball retain the record for a minimum of2 years.

Tlte Company l,as policies and procedares in ploce 10 ensnre compliance witl' Rule 64.2011. WI,en it Is
reosonably determined tltat a breaclr lias occurred, tile CPNI Compliance OffICer will notIfY law
en/orcemenl and its customer In ti,e required timeframes. A record 0/tl,e breael' will be maintained/or
a minimum 0/ two years and will include all itiformatlon required by Rille 64.2011.
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